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Introduction
With 95M daily AD attack attempts from both external and internal 
sources, including issues such as misconfigured policies and access, 
how is your organisation proactively addressing these challenges?

The Active Directory (AD) Assessment is designed to help you 
understand the risks – it’s been configured to identify areas of 
weakness, and how vulnerabilities raised can be mitigated to 
strengthen your Active Directory configuration. 

Pending the results of your assessment, we will review users' 
membership and rights on your internal network to highlight any 
potential security threats, so you can take back control and remediate 
accordingly and proactively. 

Discover

The purpose of the initial 
workshop is to understand the 
business context, including:

• General threats associated 
with current AD build

• Number of profiles, 
Administration rights 
across profiles

• Network rights across 
profiles, Analyse profiles to 
job roles

Define

During subsequent workshop(s) 
our specialists will work with you 
to:

• Analyse your AD build with our 
specialist tools and knowledge.

• Find and assess the AD security 
gaps and risks.

• Prioritise areas that pose the 
greatest risk to your AD.

Recommend

The output of this activity is a 
concise roadmap that  includes:

• Admin rights changes against 
profiles

• Network access rights changes 
across profiles

• Recommend optimisation of 
profiles

• Areas for remediation against 
threats

Comprehensive report 
on current AD 
environment, including 
profile numbers, rights, 
and associated threats.

Recommendations 
enhancing security 
through rights 
adjustments, profile 
optimisation, and 
vulnerability remediation.

Highlights

Active Directory (AD)
Assessment Service

Methodology
The assessment will help you understand the current state of your AD configuration, identify the potential 
risks and vulnerabilities, and provide you with actionable recommendations and best practices to 
improve your AD security posture and performance.
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